
Digital Security 
for Panel 
Attorneys

Tips and strategies for reducing 
the availability of your personal 
information online.



Why Focus On Digital Security?



Why Focus 
On Digital 
Security?

Increasingly more of our personal information is 
accessible online.

We want panel attorneys to protect themselves by 
helping them reduce their digital footprints.

The most dangerous of our clients are likely to never be 
released from prison.

But there still exists the possibility that a disgruntled 
client may be released and may want to find you.



How Someone Might Gain Access To Your 
Personal Information

(Unfortunately) much of our personal and professional lives happen online.

Hundreds of companies exist to collect and sell our personal data.  We’ll discuss these data brokers later.

But bad actors have plenty of opportunity to steal our personal information too.

Common ways that our personal information ends up in the wrong hands is via hackers and/or scammers.

With all this data available online it is much easier for a disgruntled client to find our personal information, so it is better to err on the side of 
caution and protect your personal information as best as you can.

See more at https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-security
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Do-It-Yourself Strategies To Protect Yourself 
from Hackers and Scammers



Secure Your Equipment

Devices

Take stock of all 
your devices that 
connect to the 
internet.
•Internet Router
•Computer
•Cell Phone
•Voice Assistants 
(e.g., Amazon Alexa)

•Smart TVs
•Smart Cameras

Updates

Regularly check 
for hardware and 
software 
updates to 
ensure device 
security is the 
most up to date.

Passwords

Make sure your 
devices are 
password 
protected if 
possible.

Consider a 
password 
manager.

Tracking

Check tracking 
settings on your 
devices and look 
for suspicious 
access or 
unauthorized 
access.

Linked

Make sure you 
know what 
accounts are 
linked or 
connected to 
your smart 
devices.

Delete

Make sure to 
periodically 
delete old 
recordings or 
saved messages 
on your smart 
devices.

Sources: 
https://www.staysafeonline.org/articles/7-tips-to-manage-your-identity-and-protect-your-privacy-online
https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-security
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Other Strategies For Reducing Your Digital Footprint

Secure your 
social media 
accounts.
Create strong 
passwords.

Limit information 
that someone could 
use to find out 
personal information 
about you.

Set your accounts to 
private.

Browse in a 
private browser.

While note 
completely 
anonymous, using a 
private browser 
limits browsing 
history, temporary 
internet flies, 
cookies, so others 
can’t trace your 
browsing history.

Note: your Internet 
Service Provider 
(ISP) will still be able 
to see your activity.

Use a Virtual 
Private Network 
(VPN)
Using a VPN can 
masks your IP 
address and makes 
your activity virtually 
untraceable.  

Important if you are 
using public Wi-Fi 
(like in an airport, 
library or coffee 
shop.)

Invest in 
antivirus 
software.
Helps keep your 
devices secure and 
prevent hackers or 
viruses from taking 
control.

Deleting and 
Deactivating old 
accounts
If you are deleting or 
deactivating old 
accounts (social 
media, email 
accounts, etc.) make 
sure to scrub those 
accounts and delete 
your personal 
information and 
data.  

Many companies will 
not permanently 
delete the account, 
placing it on 
deactivated status in 
the hopes you come 
back some day.

Check Your 
Spam Folder

When deleting old 
accounts check your 
spam folder. There 
might be accounts 
you don’t remember 
still send you emails.

Source: 
https://www.staysafeonline.
org/articles/7-tips-to-
manage-your-identity-and-
protect-your-privacy-online 
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What 
Does 
Google 
Say 
About 
You?



What Does 
Google Say 
About You?

An easy way to get a sense of what steps you should 
take in protecting your online identity is to simply 
Google yourself.

Check what kind of information about you is accessible 
to anyone with a search engine.

Is there personal identifying information? Photos?

Is there any information you think should not be 
available or that you want to protect?

What are the sources and websites that have this 
information?



How Do Companies Collect 
Your Personal Information 
and Data?



Data Brokers
• Third-party companies. Data brokers collect information by partnering with 
other companies. They’ll either work with banks, marketing firms, or retailers, 
or they’ll just purchase data from them. Sometimes they simply swap 
information instead. 
• Public records. The companies will gather details from property records, 
court documents, criminal records, motor vehicle records, birth certificates, 
voter-registration lists, census data, marriage and divorce records, and any 
other list or record that’s publicly available. 
• Online activity. Data brokers track your online activity using methods such 
as tracking pixels and cookies using tracking technology. They collect data 
from social media, websites, online retailers, search engines, and other 
sources. 
• Surveys. Some data brokers will use sweepstakes, questionnaires, or 
surveys to find out more about you. 
• Data aggregation. Data brokers gather information from many sources and 
then create profiles of people.
• Data scraping. Data brokers sometimes use tools that help them gather 
data from forums, websites, and more in large quantities. 
Source: https://www.security.org/data-removal/data-broker/ 
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Proactively Removing 
Your Personal 
Information

The DIY Approach



Adjust Your 
Public Profile 
On The 
California State 
Bar Website

An easy thing you can do to protect your personal identifying 
information, especially when someone is searching for you 
in the context of your work as an attorney is to adjust your 
information on the California State Bar website.

The California State Bar recently updated their website.

You are NOT required to have a public email or phone 
number.



Click On Your Name and Click “Edit 
Attorney Record



Scroll Down Below Contact Information 
and Click “Edit”



Adjust Your Contact Information To Your 
Comfort Level 

You are NOT 
required to 
have a publicly 
available 
phone number 
or fax number.



And you are not required to have a publicly 
available email address.



Do-It Yourself “Opt-Outs”
You can “opt-out” of having your data used by data brokers, but it 
requires proactive steps to make such a request.

The data protection service DeleteMe, has provided guides for making 
these requests for some of the most well-known data broker websites.

You can check out these guides at https://joindeleteme.com/blog/opt-
out-guides/ 

***If you are a California resident you may not need to make individual 
requests beginning August 2026.
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Examples of 
The Opt Out 
Process





Some opt out 
requests 
specifically 
require the 
advertising ID 
from your cell 
phone.

The request 
form will 
usually provide 
instructions on 
how to find this 
ID.







Protecting 
Your Home 
Address



Check The Whitepages

https://www.whitepages.com/

Its one of the largest and most well known 
websites with personal information and its 
likely to have your home address.

Try the “People Search” to see if you have a 
profile with your home address and phone 
number listed.



This is where your address could be listed.



You can request Whitepages remove your information at: 
https://www.whitepages.com/suppression-requests











Blurring Your 
Home Address

Go to maps.google.com

Insert your home address in the 
search bar.

Check to see if there is a street 
view image of your home.  

If there is a street view image of 
your house, click on the image.



After you click on the image, it will take 
you to a full screen view of the image.

Click on “Report a problem” in the 
bottom right corner of the screen.



Adjust the image so the view of your house 
is in the red/black box.  Whatever is in that 
box will get blurred out.  You the +/- buttons 
to zoom in and out as needed.

Fill out the form.  

You will need to upload a proof of address 
to prove it’s a residential location.



California Residents 
and The Delete Act



The Delete Act and 
DROP
• The California Consumer Privacy Act (CCPA) was 

passed in 2018 and established privacy rights for 
Californians.

• In 2023 the Legislature passed the Delete Act 
which expanded those rights.  

• The Delete Act required the government to create a 
platform that allows consumers to submit requests 
to all registered data brokers and make the website 
free and easily accessible.

• This platform is called DROP.

• Source: https://privacy.ca.gov/drop/about-drop-
and-the-delete-act/ 
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Using DROP https://consumer.drop.privacy.ca.gov/

You can register and 
make your DROP 
request now. 

But data brokers are 
not required to 
delete your data 
based on the DROP 
request until August 
1st, 2026.

https://consumer.drop.privacy.ca.gov/




Data 
Protection 
Services



If You Feel You Need Extra Protection or 
Want to Go The DIY Route: Hire Someone!

Protecting Your Personal 
Information Can Feel 

Overwhelming. There is such 
a sheer volume of data and it 
might feel like you are never 

going to be able to clear it out 
yourself.

There are numerous 
companies that will take care 

of this problem for you.

Some of the best known and 
most reviewed companies 

include:

DeleteMe 
(https://joindeleteme.com) 

Incogni 
(https://incogni.com) 

https://joindeleteme.com/
https://incogni.com/
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